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How to Use This Guide

Overview

This comprehensive reference guide will help you learn about Learn about product
Mobile Banking and how to configure and enrich the experience .

for your users. You'll find: features, discover

e Instructions for using core features. ways to customize
e Configuration options to tailor Mobile Banking.
e Tips to help support users.

e Additional solutions to provide greater functionality. get quick tips to

support your users.

Mobile Banking, and

Support Notes

Admin Platform provides a set of administrative tools, reports, and resources to help you
support your Mobile Banking users. You will find references to the Admin Platform throughout
this guide in the “Support Notes” sections.

D | DIGITAL ]
Your financial institution’s unique URL for Admin : Admin Platform
Platform is:

https://www.mydomain.com/connect

Welcome to the Admin Platform

NOTE: The portion of the URL “www.mydomain.com” is your
Online Banking domain hosted by Digital Insight.

Key resources within Admin Platform to help you support Mobile Banking include:
e New Support Dashboard — Access user information and support tools.
o Reports — Access reports to track, troubleshoot and audit Mobile Banking activities.
¢ KnowledgeBase — Search this repository for answers to frequently asked questions.

e Training — Get on-demand tutorials and quick help guides, or register for virtual
classes.

o Marketing — Utilize no-cost marketing resources to drive engagement and profitability.
e Demos — Tour Mobile Banking and see what’s ahead on the Strategic Roadmap.

¢ Communications Dashboard — View product communications and materials, see a
calendar of upcoming activities, and set your ongoing communication preferences.

For training on how to use the administrative tools referenced throughout this guide, review the
in-depth training materials available within Admin Platform.

Configuration Options

Each topic described in this document includes a summary of “Configuration Options” at the end
of that section. Read the descriptions to learn about each feature then reference the
“Configuration Options” list for more guidance on how to make changes to the Mobile Banking
offering.

Digital Insight Proprietary and Confidential 3
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Introduction to Mobile Banking

Overview

The Digital Insight Mobile Banking Suite consists of Mobile
Banking Apps, Mobile Web Banking and Text Message
Banking. Our integrated Online and Mobile Banking
solutions give you a competitive edge by delivering a
consistent, connected experience across multiple channels.

The Mobile Banking Suite supports multiple user interfaces

that are optimized for a wide range of devices.

Key Features

The features of Mobile Banking include:

For those Digital Insight

consumers actively

using digital banking to

access their financial
institution, 22.4 percent

use only their mobile

device to access their

account information.’

Hosted by Digital Insight. High availability, fast response time and network security are
assured as Mobile Banking is hosted from the same SAS-70 certified data center that

operates our Online Banking service.

Ease of use: Make it easy for your users to
perform key tasks in just a few clicks with our
simple, intuitive user interface.

Complete security: Mobile Banking is fully
secure using industry-standard technologies
and security certificates, with 128-bit
encrypted communication. No personal or
confidential information is stored on the
device.

Ease of administration: Provide enhanced
service with support tools and reports in
Admin Platform.

Adoption and engagement: Drive adoption
and increase active use with proven
marketing campaigns launched on your
behalf and self-serve marketing tools,
including Mobile Banking demos.

Ad(ditional solutions: Enrich the Online
Banking experience with optional features

Drag or tap accounts

like money management, cross-sell, money movement, and enhanced user support tools.

'Internal study of 7 Digital Insight financial institution users, August 2014.

Digital Insight Proprietary and Confidential
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Mobile Banking Apps

Overview The Mobile

Give your users ultimate freedom with access to account balances, Banking App has
transfers, payments and more through Mobile Banking Apps for iOS, an average 4.6
Android devices. Users download your financial institution’s specific
free app via the iTunes App Store (i0S), Google Play Store (Android)
or the Amazon Appstore (KindleFire). through Apple
iTunes Store and

Google Play.’

star rating

Mobile Banking Apps contain the same functionality for all devices,
except where specifically noted. There are features that look slightly
different depending on the device and the user interface.

For example, Android and iOS devices are set up differently as shown below. The iOS menu
appears at the bottom of the screen and the Android menu is accessed by tapping in the upper
left corner. All devices are used as examples throughout this module.

This link shows the navigation menu. The Log Out

button is in this menu. Example of an iOS

= Accounts | JR— device.

Your Financial
eI ADVANTAGE 50
View Accounts CH EC K'NG 0009

Current $42054
Available **$420.54

Transfer Money

Pay Bills

Deposit Checks

Business Checking 1315

&
=
[E Credit Card Accounts
B Pay People ] ] .
The navigation menu is
located at the bottom of the
screen.

The logout
button is
located in the

& Online Statements

=

B Card Manageme
Example of an
Android device.

More menu.

pnal Checking
022

Purchase Reward|

...........

o s e e om e~ -~

0 2 & = -

Accounts Transfers Bill Pay Check Deposit More

The Mobile Branding Tool and the Admin Platform allows financial institutions to customize
items within the Mobile Banking Apps. This feature offers the ability to set desired color/design
palette for text, theme, button/icon, sub-headers and menu items within the App.

"Based on an April 2014 Digital Insight study of mobile banking providers with 235 or more reviews.
Blended average of 4.6 stars from Digital Insight financial institution apps in both the Apple App Store and
Google Play.
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Mobile Banking Apps:

Log in

Overview : :
In this section:
The Mobile Banking App leverages a user’s existing
Online Banking credentials. No additional enroliment for Logging In
Mobile Banking Apps is required. Mobile
Registration

o Multifactor

Description Authentication

Logging In: Existing Online Banking User
To access the Mobile Banking App the user simply enters their Online Banking username and

password and clicks Log in. By swiping the Save my User ID or Save Member Number to the
ON position, the user’s username is saved and appears when the login screen is accessed.

Your financial institution has the option to place an image on the login page of the Mobile App
and to update the image at any time. This can be done by using the Login Image Portlet in the
Admin Platform.

) YOURFINANCIAL INSTITUTION

usp 1 6bpuixess

Save Member Number [ ON | — —

Login

res L

Sign up

Locations More

QO First Digital

usertesting123

The Sign up option is available via a mobile

Save member ID [ @

device if Mobile Registration is offered.

Sign up Locations More

Digital Insight Proprietary and Confidential 6
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Locations: The user has access to view your financial institution’s ATM and branch locations,
phone numbers and get directions. This feature is available before and after login. See page 35
for detalils.

More: The financial institution can customize this screen to contain contact information for the
financial institution, as well as links to third-party vendors. This feature is available before and
after login, however, additional links are available after logging in. See page 36 for details.

*Note: Users are locked out after five failed login attempts. This count is cumulative regardless
of the device being used. Failed login attempts on the Mobile Banking App will also lock a user
out of Online Banking on a PC.

**Note: Your financial institution is able to generate one- time passwords via the Admin Platform
for a user that is locked out. Once the user logs in they are required to create a new password.

**Roadmap Preview: The Username Recovery and Password Reset feature guides users
through a self-serve username recovery or password reset process when they have
forgotten their login credentials. This feature will be available from the login screen. This
feature is currently on the Roadmap.

Logging In: New Online Banking User

**Roadmap Preview: The following provides a preview of the new mobile registration
experience that is currently on our Roadmap. Contact your relationship manager for
more information.

Engage the growing mobile-only user base by enabling your users to register for Online Banking
from their mobile phone. Mobile Registration is a streamlined, easy-to-use registration
experience.

In order to utilize the registration process via a mobile device, the user must have at least one
account with your financial institution. If the user already has credentials for Online Banking,
there is no need to go through this registration process. Users are able to access Mobile
Banking using their existing credentials.

The specific registration process may differ what is represented below as many aspects depend
on the registration type. The following is a high-level overview.

1. The user clicks
the Sign Up link
directly on the
log in page.

Save Member Number

de PEE Prpnsd Ho g | wohes

Sign up Locations More

Digital Insight Proprietary and Confidential 7
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2. The user is presented with the registration Create Login
form. Depending on the device being used, ;
they may need to scroll to see the entire
registration form. Password

Lsemame

Retype Pasaword

The user creates a username and password
and then enters their validation information.

The user will not be able to progress through
the registration process until they agree to First Name

Parsonal Information

INSIGHT

an NCR company

The username field
automatically

checks if the value
isn’t already taken.

the Terms and Conditions.

Last Name
ate of Birth Miother's Maiden Name
The password field e (7 it s e A Toeme B Cemne
automatically reveals two

BErVEE

criteria the user has to fulfill
with their password creation.

Social Secunty Number

Complete sign up

Call us for besig o1 200-115-1 734

If your financial institution has Auto-Approve for registration:

e The value entered for Social Security Number or Member Number is used for
validation with what exists on the host processor. The result of this validation

determines the outcome of the registration attempt.

e The only fields that appear are the validation fields. This is different that Online

Banking where all fields are displayed.
o Specific fields for validation vary from institution to institution.

If your financial institution has Manual Approve for registration:

o Allfields displayed on the Online Banking registration form is displayed on the
mobile device, including optional sections such as Secondary Account Holder.

¢ Specific fields for validation vary from institution to institution.

3. The next steps depends on if your financial institution supports Auto-Approve or Manual

Approve.
If your financial institution has Auto-Approve for Sign up ,
registration: Completed?

e |[f the user’s entries are successfully verified Wikooas Chvisicaios
they will see a registration successful screen. | Befoeyou can access you

o By clicking Confirm my identity, the useris | thugh ou suthentication
directed into the multifactor authentication sz
workflow. Up to two numbers found for the
user on the host are retrieved and listed as
multifactor authentication numbers.

o After successfully completing the multifactor
authentication workflow, the user is instantly

Btoourts, you will reed 10 9o

1Dined tirme ofily':
W reiied 1 cdnifinm o idanlity

-1
—--]-

logged into their Home Page.
o If the Social Security Number or Member Number did not
match, the user is declined.
e If any of the other validation fields did not match the user
registration is sent to the Admin Platform for manual review.

I can'® Sooess. tess NUMDeS. now

Digital Insight Proprietary and Confidential
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If your financial institution has Manual Approve for

registration: Pending review

* Allregistration attempts are sent to the approval We are currently proces St T
tool in the Admin Platform for financial institution application, It may take up to 3-5
review. business days before you can

e The user is given access to Online Banking once ﬁ:’q?n‘g"‘gm"”e“"m'e

an administrator approves the registration.
What can you do next?

Go to login page

Cail us for help at 800-111-1234

Logging In: Touch ID & Eyeprint ID
Touch ID

iOS users are able to login to the Mobile App using the Touch ID function that exists on their
device.

If the user has enabled Touch ID on their device, that feature can be used as an alternative
login credential and to authenticate into the Mobile App. The user can turn this feature on or off
at any time and can un-enroll fingerprints from with Settings menu of the Mobile App.

Once the user upgrades to a Mobile App version with the Touch ID feature on a Touch ID-
enabled device, the user is prompted to set up this feature. On the prompt, if the user clicks:

e Use Touch ID: The user is prompted to place their Touch ID fingerprint on the device’s
home button. The user will see the settings page and Touch ID will automatically be
enabled.

e Learn More: The user is presented with the Touch ID settings page and is able to turn
the feature on from that screen.

e Close: The user is returned to the main menu of the Mobile App. After 30 days, the user
is prompted one more time to take advantage of this feature.

190 PM

139 PM

Touch ID

Login with Touch ID

Touch 1D allows you 10 use your fingerprint to
SRR login securely instead of entering your user id
Login with Touch ID and password. Your user i and password will

Login with Touch ID instead of your not be stored on this device.
User ID and Password.

Enablement Complete

Toueh 1D is now enabled.

uch ID, every person with an
this device will have
t. Review the enrolled

Use Touch ID

@ sure that each person is
53 the personal and financial

Learn More OK

Close

This confirmation screen lets

The Touch ID the user know that Touch ID

This screen
prompts the user to
set up Touch ID.

settings text is has been set up correctly.

customizable.

Digital Insight Proprietary and Confidential 9
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Once Touch ID has been enabled, the user will see a Mobile App login page that shows a
Touch ID theme. The user can click anywhere in the box to enable the Touch ID login prompt.

The user is
prompted to
touch their

= fingerprint on
(@ the Home
The login box can ¢ button on their
be swiped if the oo Touch ID for “CMA Damo" device.
user wants to use v
their username
and password
credentials.

\" YOUR FINANCIAL INSTITUTION

Canceal

If a user logs in using Touch ID but cannot provide a

valid fingerprint after five attempts they must enter their
username and password to re-enable Touch ID.

**Roadmap Preview: Android Fingerprint brings the Touch ID feature to relevant Android
smart devices. Users are able to log into the Mobile App with just their fingerprint. This
feature is currently on our Roadmap.

Eyeprint ID

With Eyeprint ID™ from EyeVerify your users can log in to your Mobile Banking App by simply
looking into the camera on their mobile device. By mapping the unique vein formation in the
whites of the user’s eyes, this solution creates an authentication equivalent to a 50-character,
complex password. This feature is available for Mobile and Tablet Banking Apps for iOS and
Android. Eyeprint ID works on most devices that have a front-facing camera with a resolution of
at least one megapixel.

Eyeprint ID is enabled/disabled from
the Mobile App’s Setting page. On the
Eyeprint ID screen, the user taps
Enable to turn this feature on.

Remermber this device

:;What is Eyeprint ID Login?

Eyeprint ID login creates an Eyeprint from
yOur eye's unique vein pattems, allowing you
0 USe your eyes as a secure biometrice.

Eyeprint D off

—_

Push Notifications : it's done, creating your
7 H easy

This text is

configurable by your
financial institution.

If the device does not support this feature then the user
receives a Device Not Supported message. Device Not Supported

We're sorry, EyeVerify does not
currently support this device. This
model has been added to our
device compatibility queue.

Please check back again soon.

Cancel

Digital Insight Proprietary and Confidential 10
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Once this feature is enabled within the Mobile App the user is prompted to register for Eyeprint
ID. The user follows the directions on the screens.

Ve
EYEVERIFY
| .
Welcome! — INStructions
Press Start after reading the
EyeVerify creates an Eyeprint from instructions below
your aye's unique vein patterns, . Excellent!
allowing you o use your eyes as a  Move the device closer so The user is
socure biometric " your eyes fill the screen
) 1 ’ : c asked to Mow your can verify with your
Once you sea how it's done, 2} Hold still Eyeprint
creating your Eyeprint is fast and f0||OW the
easy ., Follow the target with
3) .
your eyes green line
Get Started
Start )
Cancel ‘ ! Cance Continue

Once this feature has been enabled and set up, the
user will see this feature on the login screen. The
user taps Log In or the eye logo to start the login & vourEmanciaL msTITUTION
process. Swiping to the right on the login page
allows the user to switch among the other login (o_)
methods: Touch ID and Username and Password.

Lagin

The user can disable this feature either before login or after
login. Go to: More >Settings > Eyeprint ID and toggles the
feature off. The user will see a confirmation message and taps
Disable.

Disable

Cancel

Digital Insight Proprietary and Confidential 11
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Multifactor Authentication

Digital Insight’s Mobile Banking Apps support the same type of multi-factor authentication, out-
of-band authentication and device recognition, used with Online Banking. The Mobile Banking
App automatically imports the registered phone number(s) the user uses for Online Banking
authentication. For new mobile-only users the phone number(s) is pulled directly from the core
processor.

If the user uses an unidentified device to access Online Banking via the Mobile Banking App
they must go through a process to verify their identity. The user will only have to complete this
process once per device. Users are able to have up to two devices authenticated to receive a
text or phone call.

The following steps explain this process:

1.

After successfully using their username and password to login, if a mobile device is
unrecognized the user is presented with the options for receiving a code via text or
phone call. The delivery options shown on screen are the phone numbers previously
entered in Online Banking.

If the user selects Call me they will receive a phone call to confirm their identity via voice

prompts.
If the user selects Text me they will receive a code via text to confirm their identity.

The first time a particular mobile device is used to access multifactor authentication, the
user is able to enter a new phone number in order to complete process. This is done by
tapping | can’t access these numbers now. This gives them the opportunity to enter an
additional phone number in order to receive a phone call. If a user has used this mobile
device before and | can’t access these nhumbers now is tapped, they are directed to
update their phone numbers via Online Banking.

Stant O .
Secure Login International numbers

One time only: are supported for
We need to confinm your identity Phone Ca”S Only-

For security
reasons. the (xxx) xxx-5678 Text me

numbers are

e - -
(xxx) xxx-1234 Toxt me Call me
masked.

[ | can't access these numbers now ]

When a phone number is
added using the I can’t
access these numbers now
button, an email is sent to the
user notifying them of the
activity.

Digital Insight Proprietary and Confidential 12
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This is an example of receiving the

2. If receiving the code via text, the text is code via text.

delivered within seconds. The user simply o
replies with the same code as instructed by Reply "595054" to -

securely confirm your End user
identity and access your receives

the text.
account. Reply "deny” to code.....
deny access.

If receiving the code via a phone call
the user follows the prompts and presses “1”
to confirm the login while on the phone.

Once the user’s identity has been confirmed
they will receive the following message and
are instructed to return to the App

-
A000a000 -
Al so]r[o u]o]<]C

¥ BopoBo0 -

return

Identity confirmed. Please
go back to your app.
Thank you!

The user receives

this message as a
text.

. Secu}e Login

3. The user receives a success screen
once they navigate back to the App. This
gives the user confidence and assurance
that their session and account is a Success!
successfully authenticated.

Once the user taps Go to my accounts
on the Multi-factor Authentication
success screen, they are taken to the Identity confirmed:

Home page of the Mobile Banking App. We will remember this device for
When using this same device, this is the
screen that they will see upon login in
the future.

all future logins to this account

Go to my accounts

Digital Insight Proprietary and Confidential 13
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Support Notes

What happens if a user tries to access the Mobile Banking App from a third
unauthenticated device?

Users are able to have up to two devices authenticated in order to receive a text or phone
call. If a new device is being used to access the Mobile Banking App, the user is challenged
by the Multi-factor Authentication process, and will need to use one of the two devices
already authenticated. The user will need to reply to the text message or receive a phone
call from one of the two authenticated devices that are available to choose from. Once
authenticated the user can return to using the third device to login to the app.

Can the user choose to be challenged by Multifactor Authentication at every log in?
Yes. The user has the option to access the More section of the App and turn the

Remember Device toggle OFF. This will challenge the user during every login of the App.
Can my user change or update their username or password on their mobile device?

No. The end user’s username and password is managed from within the full Online Banking
site.

Configuration Options: Mobile App Login

Support for Languages: Mobile Banking Apps support the Chinese and Spanish languages.
Support includes all core screens (e.g. login page, Multi-factor Authentication page, accounts,
transactions, transfers and Bill Pay). Static content is translated and information from the core
processor remains in English.

The user sets this feature on their device by going to:

¢ Android: Settings>Language & keyboard>System language>select traditional
Chinese/Spanish.

o iOS: Settings>General>International>Language> select traditional Chinese/Spanish.

¢ KindleFire: Settings>Language & Keyboard> Language>select traditional
Chinese/Spanish.

Reduce the number of failed login attempts: Financial institutions can reduce the amount of
times a user has to incorrectly login before becoming locked out. The default number is five.
The financial institution needs to contact Customer Care at 877-462-3446 or go to Admin
Platform>MySupport to submit a ticket.

Mobile Banking App Customizations: Financial institutions can update certain items within
the Mobile Banking App by using the Mobile Branding Tool. A link to this resource is available in
the within MySupport>Forms. Contact Customer Care at 877-462-3446 or go to Admin
Platform>MySupport for additional information.

Alternative Login Credentials in Admin Platform: Your financial institution administrators can
disable alternative login methods (Touch ID or Eyeprint ID) via the Support Dashboard in the
Admin Platform. If a user’s alternative login credentials are disabled then the user will no longer
be able to use this method of login until registering again. The user is able to use the traditional
username and password to login.

Digital Insight Proprietary and Confidential 14
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Mobile Banking Apps:
Core Features

Overview
The Mobile Banking App allows your users to accomplish Lotls el Ul
their most important banking tasks in just a couple clicks. View Accounts
They are able access the following areas (dependent on what
your financial institution offers): Transfer Money
e View Accounts i
e Transfer Money Fay il
e PayBills Deposit Checks
e Deposit Checks
e Pay Other People Pay Other People
e Earn Cash Back

Earn Cash Back

Description

View Accounts

Users are able to access the same accounts (deposit, loans and investment) that are available
in Online Banking. Users can access their accounts within the App and also via the Quick
Balance feature.

Depaosit
Account Information within the App
ADVANTAGE 50 CHECKING
1. Deposit Accounts, Loan Accounts $42°‘f‘,45187187
and Investment Accounts are available for N
viewing. Depending on the type of device being | = 551 8242
used, your users may have to scroll to '
view the entire list of accounts. Pereenal Checking $12,840.10
s+available $12,340.10
The account numbers are masked to only show Personl Savings $25 525.00
the |ast 4 d|g|ts swavailable $25,500.00
L Businasg Savings $52,506.00
If an account is a joint ADVANTAGE 50 F weavailable §62.456.00
account the account CHECKING 0009 Loan
owner’s name displays. ercar
piay Current $420.54 ferce $3,334.21
Available **$4120.54 15 min $3,007.88 of $250.00
_ » ; The current balance
Business Checking 1315 is prominently
p2.42 displayed. Available

If available, loan and credit card accounts
show loan balances and next payment

40.50 balance is the

secondary balance
displayed, if
available.

due dates. The user will may have to
scroll to access all accounts.

WV

Digital Insight Proprietary and Confidential 15
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2. Tapping directly on any of the accounts takes the
user to the Account History page for that account.
From this screen the user can view the Available

ADVANTAGE 50 CHECKING

Current

$420,541,871.87

Balance, Current Balance, pending and posted Available §420,541,871.87
transactions (information that appears here is -
dependent on the core processor).
Dec 16 - Wed
The Account History screen ADVANTAGE 50 CHECKING [y ttem 1 -§1.00
automatically loads history as the 0009 Dec 15 - Tue
user scrolls. The amount of history Item 1 -$1.00
provided is dependent on how Current $420.54 Dec 14 - Mon
much history your financial Available $420.54 §iemn -$1.00
institution provides. Dec 13- 5un
Pending ltem 1 -$1.00
Return of Goods?2 $140.00 Dec 11 -Fri
Item 1 -$1.00
Automatic Debit4 -$220.00 Nov 16 - Mon
Item 1 -$1.00
Service Charge5 -$260.00
Wed, Dec 16

3. Users can view check images by clicking on the check icon next to a check transaction.

Pending

AULUINdLC DeDILe I VAV AVA VIV

check Imagel A3
: t::::".\.\.u:u\ nan_21-01-2010

Service Charge5 -$260.00

" Test Merchant for Check & $ 44545
Thu, Nov 12 _Lots of Dollars and O[IO0 ..

TRUST CREDIT UNION

Insufficient Funds Charge1 -$50.00! QFF - Front .&‘“ Hancock

g % A2ILSATE € BANISNT , L0

Wed, Nov 11

[Check #1102 Deposit2]

Mon, Nov 9

Automatic Debit2 | Memo2

Due to security concerns, the following
formats will not be supported: PDF image

format on iOS (iPhone) and Android, TIFF
image format on Android.

-$90.00

Digital Insight Proprietary and Confidential
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Quick Balance
Quick Balance allows users to quickly access their financial information without the hassle of
logging into the Mobile App. Once the feature is enabled in the App, the user’s account
balances and recent transactions are displayed on the Quick Balance page which can be
revealed by swiping down on the App’s login screen.

€ Current Device

To enable Quick Balance the user must log into the app and go to
Settings>Quick Balance>Current Device. On this screen, the user | | @8 L
toggles Quick Balance to ON.

Swipe down on the lagin screen to view Ouick
Balance.

See your account balances and recent transactions
from the login screen with a single swipe. Once
enabled, any user of this device willbe able to use
this feature.

Example of Quick Balance

toggle on an Android
device.

The Quick Balance page displays the current and available balances for checking and savings
accounts. For loan accounts and credit cards, the due date and minimum amount due is
displayed.

WEYEN
Depending on what your financial institution offers users
can view account balances only or they can view account
balances along with the five most recent transactions in
the past 30 days. If the transactions option is enabled, the
user taps Tap to show Transactions link under the
account.
WEFEN 3 RFE X 5060
X
Personal Checking *9022
$10.00

81235

mn

Checking 1315

$5,182.42

*+§5,140.50

Personal Savings *1314

Current $25,525.00

*4525,500.00

Business S... *7263*0023

yrvent $52,506.00

Business Checking 1315

$5,182.42

*55,140.50

Digital Insight Proprietary and Confidential 17
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**Note: Quick Balance must be enabled on each device individually. If a user has both a phone
and tablet, enabling Quick Balance on their phone will not enable the feature on their tablet. For
users sharing a device, if the first user enables Quick Balance on the device, the second user
will see the first user’s account balances. If the second user disables Quick Balance from the
app, the first user will no longer see their Quick Balances.

Configuration Options: View Account

Quick Balance: Your financial institution has the choice to offer users a view of only account

balances, or account balances with the five most recent transactions in the past 30 days. This
configuration request can be made at any time by contacting Customer Care at 877-462-3446
or go to Admin Platform>MySupport to submit a ticket.

Transfers
Users are able perform a one-time, immediate transfer between accounts held at your financial
institution.

1. The user chooses the From and To accounts by tapping on that area. The accounts
available for this type of transaction are dependent on the core processor. The available
accounts reflect the same accounts the user is able to transfer to/from in Online
Banking.

2. Enter the amount of the transfer.
Personal Checking
3. If supported by the core processor and From $1 2,340.10
enabled by the financial institution, the
user is able to choose the Type of
transfer.(this is not shown in the screen Personal Savings

shot) The options include the To $2 550.00

following

Regular payment

Extra to principal

Extra to interest Amount $250.00
Pay principal only
Pay interest only
Pay escrow only

The user clicks Transfer to

process the transfer.
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drag and drop the accounts to enter the Drag or tap accounts
From and To fields. From:
. Tester Nickname Checki..
The user will then select the type of -$200.00 8202
payment (as listed on the previous page) - avilabie -5200.00
and enter the amount of the transfer. ‘ §i23a88
Home Equity Loan : " -
w6 — available 1,123 45
To:
-$200.00 Line of Credit
- available ~$200 00 -8207
7 Due Jun 1
// _ -$200.00
available -5200.00
Type:
Regular payment

User Defined Credit Lica

Tap on Type to choose the
type of payment.

$150.00
7]

3

4. The user taps Transfer and is asked to Confirm the

transaction. Once the transfer is confirmed a success Success!

message appears on the screen.

Savings

This area of the
Success! screen can be

$100.00 transterred from
Personal Checking 1o Personal

Go to my accounts

Panstors may ke 0ne Dusiness diry

customized.

**Roadmap Preview: The ability for users to transfers funds to other users at your
financial institution using the Mobile Banking App is currently on the Roadmap. The
feature will be supported for the following core processors: OSl, Ultradata, Spectrum,

Phoenix, Symitar and APEX.

Digital Insight Proprietary and Confidential
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Configuration Options: Transfer Money

Overpayment Options for Mobile Transfers: Configuration for overpayments in the mobile
product is separate from the Online Banking overpayment configurations. The financial
institution will need to know which account types support which overpayment types by their core
processor. To configure overpayment options, the financial institution needs to contact
Customer Care at 877-462-3446 or go to Admin Platform>MySupport to submit a ticket.

Success! screen customization: In order to customize the last lines of the Success! screen
the financial institution needs to contact Customer Care at 877-462-3446 or go to Admin
Platform>MySupport to submit a ticket. This feature is included in the Mobile Banking Apps
4.3 release and is slated for availability beginning in December 2014.
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Pay Bills
The user is able to view and delete scheduled payments, set up new payees, as well as set up
one-time payments.

“*Note: If a user taps the Bill Pay button and is not a registered Bill Pay user, they are asked to
submit a mobile optimized registration form. This is the same experience they would have if they
accessed Bill Pay from within Online Banking on a PC.

1. Once tapping the Bill Pay button, the user
is presented with a list of scheduled (U Scheduled payments
payments. ,
Processing
The user can scroll to view pending and Alison Test $1.00
processed payments. The user able to .
delete payments that are still in a pending SEILEERy Dec it
status. Processed payment cannot be American express cc $200.00
cancelled.
Deliver by Dec 23
To set up a new one-time payment, the user Sprint $200.00
taps Make a new payment at the bottom of
the screen. Verizon Wireless $100.00
Walmart $25.00
The Total on this screen gives users a
quick snapshot of expected outflow of Total $526.00
funds.

Make a new payment »

2. To set up a payment the user taps the Make a new payment area. The user is
presented with a list of payees that exist in Bill Pay.

In order to set up a payment for a payee that already exists, tap the desired payee.
(Skip to step 5)

To set up a payment for a new payee the user | | Need to pay someone new?

starts to type in the name of the payee.

Enter person or business

Existing Payees

American express cc *6780
Last: $25.00 on Nov 9

Comcast
Last: $2.00 on Dec 9

This list of payees enterprise *1122
already exist in this Lesk $25.25 onNov 16

user's Bill Pay ordonRogers *5677
module. No recent

- NN
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3. When the user types in the name of

the new payee the Bill Pay vendor
database is searched and returns
relevant merchants. If no matches
occur, the user clicks Add to add the

payee manually.

If a correct match is returned in the

search results, the user taps that
payee name.

Need to pay someone new?

comc] Add

Common Payees

Comcast Cable

Comcast Digital Phone

123 @_Q;

space

4. Depending on the payee and the information that is available in the Bill Pay
database, the user may have to perform one of the following three scenarios:

Status of Payee

End User Action

1. The payee exists in the
database and the address
is on file.

2. The payee exists in the
database and there are
multiple addresses for this
payee.

3. The payee did not exist in
the database.

The user enters in the Account Number,
confirms the Account Number and taps Add
Payee.

The user is prompted to enter the ZIP code
of where the payment should be sent so that
correct payee address can be located. The
user enters and confirms their Account
Number and taps Add Payee. If no match is
found the payee will need to be added
manually.

The user will need to enter the payee
information manually. This information
includes, payee name, account number
(optional),address and phone number
(optional). The user then taps Add Payee.

Once a new payee has been added a success message will appear at the top of the

Pay screen.

Digital Insight Proprietary and Confidential
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5. On the Pay screen, verify the funding account, enter the amount of the payment and

the delivery date.

If the payee has a scheduled
payment amount and date

below the Payee name. If no

payment is scheduled, then the From

last payment amount and date
appears (not shown in screen

American express cc
then that information shows (O Last: $25.00 on Nov 9

The default

Personal Checking funding account

is pre-filled for
the user, but can

shot) Amount $150.00 be changed.

Tap Pay to process this

transaction. Deliver by Dec 14

The default send on or
deliver date is set to the

next possible date
(based on payee and if

available). Tap to

6. The user is presented with a
Success! message. This message
contains a confirmation number. The
user has the ability to Make another
payment, or Cancel payment.

This newly scheduled
payment will now appear on
the Scheduled Payments
screen.

This area of the
Success! screen can be
customized.

Pay
f Success!
To Kansas City Star
Amount $10.00
Send on April 7
Deliver by April 10
Conf # X012385

@) vou can cancel until it processes.

Make another payment
Cancel payment

Digital Insight Proprietary and Confidential
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Support Notes

or 2 from the chart above) and the payee is still not located in the Bill Pay
database. The user must enter the payee manually.

When adding a payee my user gets a “Some information was missing or
incorrect” message.

This message appears when there are errors with the submitted fields. For
example, if the account number was not entered twice or an address was not
entered.

Does the user have to register for Bill Pay via Online Banking?
Yes. Bill Pay registration via the Mobile Banking App is not yet available.

Can my user edit a pending payment?

No. If a pending payment needs to be changed then the payment needs to be
deleted and then set up again using the correct information.

When adding a payee my user gets a “More Information Required” message.
This error occurs when the user enters an account number or ZIP code (scenario 1

Configuration Options: Pay Bills

Success! screen customization: In order customize the last lines of the Success! screen the

financial institution needs to contact Customer Care at 877-462-3446 or go to Admin

Platform>MySupport to submit a ticket. This feature is included in the Mobile Banking Apps

4.3 release and is slated for availability beginning in December 2014.

Digital Insight Proprietary and Confidential
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The deposit check feature allows users to conveniently take a picture of a check they wish to
deposit. Once captured, the check image is uploaded through the App to your financial

institution.

Digital Insight offers this product from Vertifi and Ensenta. Both vendors’ experience is the same
from the user’s point of view, which is included in this product guide.

The first time a user accesses the Deposit Check feature, whether via Online Banking on a PC
or via the Mobile Banking App, they are prompted to view and accept your financial institution’s
disclosure and agreement. Once the Accept button is tapped, the user will see one of the

following screens:

Deposit check screen

Pending Approval Screen (Vertifi only)
Denial Screen (Vertifi only)
Unsupported Device Screen

Depositing a Check

1. To deposit a check the user taps the Deposit Check option in the main menu.

2. On the Deposit screen, the user selects the account to deposit into and enters the

amount of the check.

After the amount of the deposit is entered,

the camera button appears.

Personal Checking

To $12.340.10
$10.00

(Max: $25,000.00)

Amount

The financial institution is able to

set limits for deposits.

Digital Insight Proprietary and Confidential
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3. To take a picture of the front of the check, the user clicks the camera button. The
camera on the mobile device is then opened. The user clicks the camera button or the
screen on the device to capture that image.

Guidance lines on the screen

Front of Check help the user to line up the
check correctly.

« Place the check on a dark background
+ Avoid shadows

No images are  pom——— e | The user clicks

SIored on the — s " ' the camera

mobile device, e d button to capture
the image.

The check is scanned using Optical Character Recognition Technology (OCR). The
OCR Technology scans certain items for validity, for example, the amount and overall
image quality. If any problems are found with the image the user is asked to retake the
picture. The financial institution can configure the product to manage risk factors for item
quality.

The user also has the option to turn on a flash

feature. By default it is off, but the user can turn it
on if they need additional light while taking the
picture of the check.

The flash option is found in the

upper right corner of the screen.

4. Once the picture has ;;;'Ms, eneboe | TmEE

e Doe 1000
been taken and appears 5T oo v e ook
on the screen, the user = ey 20,200
reviews the image. The i pwene John Smith I$ 25.00
user clicks Keep 5 _Teventy—five_and_0/100 rovsses @ 3
Picture to proceed or i Your Financial Institution B
Retake Picture to i SeoenToun A Ta0ss / W\
retake the picture. s 4\@/ ”

| £0000001B:  0000DOS2S* YOO

Make sure all edges show and the amount is visible.

Retake Picture Keep Picture
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5. The user is then prompted to take a picture of the back of the check. The user will need
to endorse the check. Once the camera button or the screen on the device is tapped, the
OCR Technology scans the check and give the user the option to process the check
image or retake it.

Back of Check

' net to ci | . .
Don't forget to sign! For the Android solution a
————m CUSIOMIzed messages can be

A — o added to this area.
Write "For Mobile Deposit"

-

For the iOS solution a
customized messages can be
added to this area.

If the user is satisfied with the image, & i
the user clicks Keep Picture. If the {19 T
image is not clear the user can take !g_g'g s g
another image by clicking Retake id |7 S§
Picture. S NEE
G x 8%
Endorsement is required. Make sure it is visible
6. Once the user taps Keep Picture, a summary of E Personal Checking
the deposit appears on the screen. rom $12,340.10
Clicking Deposit processes this transaction. Amount $25.00
(Max:$1,000.00)
Front
Back

All four pieces of information are

needed in order to deposit a

check.
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7. A Success! message appears on screen.

The user is given the option of receiving
an email confirmation or depositing
another check.

To receive an email confirmation, the user
taps Email Confirmation. An email is
opened within the App and they enter an
email address. The email automatically
contains the same information as the
Remote Deposit Capture confirmation

page.

This area of the Success! screen

can be customized.

D
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Success!

$25.00 submitted for deposit info
Personal Checking.
Confirmation #: 12345

Email Confirmation

Deposit another check

Hold onto your check until it clears.

——

Viewing Check History

The user is able to view up to 180 days of their mobile deposit history on the History screen.
The user can view information about pending, cleared and rejected deposits by tapping directly

on any of the deposits.

Images of the front
and back of the

checks are

—_% $15.38 Pending > SONALD €. KaUTH - 571
o s T "
‘ VAt € sammton o5 My 0f
—— =89 Chacks Duon $ I3
Mar 15 = Thu | B act e 26 [0 s & T
. g}\:}:{!"t’lﬂ\l SAVINGS )
=_3| $725.23 Accepted 1—-- £073 7 ot -
ll!llllﬂliﬂjl! 58171033)6" o7 =
. Account Personal Checking *1315
= % 3$182.22 Accepted i "
Submitted Amount $15.36
=5 $50.00 Accepted
Corrected Amount $15.36
Mar 12 - Thu
Date 03/15/2015 09:15
=8 $233.30 Accepted
Status Pending
—_$| $16.24 Accepted

available.
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Support Notes

My user cannot see an image of the deposited check on the history page. Why not?

There is no option for the user to pull up the image of a deposited check on the history page.
The user has the physical check and should hold on to this check, marked with “Mobile
Deposit”, until they see that the deposit has cleared.

How can my user be sure that the check is not being manipulated after the image
capture?

The image captured by the Mobile Banking App is immediately sent to the Remote Deposit
Capture Vendor. Furthermore, the image is not stored on the device itself so no manipulation
can occur.

Will users have to accept new terms and conditions for phones and tablets?

No. Once a user accepts the terms and conditions for a phone they do not have to accept
terms and conditions for a tablet.

Configuration Options: Deposit Checks

Picture of Check Customized Messages (Back of Check): Contact Customer Care at 877-
462-3446 or go to Admin Platform>MySupport to submit a ticket to add a customized
message when the user is taking a picture of the back of a check. This feature is included in the
Mobile Banking Apps 4.4 release and is slated for availability starting in December of 2014.

Success! screen customization: In order customize the last lines of the Success! screen the
financial institution needs to contact Customer Care at 877-462-3446 or go to Admin
Platform>MySupport to submit a ticket. This feature is included in the Mobile Banking Apps
4.3 release and is slated for availability beginning in December 2014.

OCR Parameters: The OCR parameters are originally set during implementations. If the
financial institution needs to make adjustments to these parameters, contact Customer Care at
877-462-3446 or go to Admin Platform>MySupport to submit a ticket.

Deposit Limits- Making adjustments to the deposit threshold depends on the Remote Deposit
Capture vendor:
e With Vertifi the financial institution is able to manage the deposit thresholds within the
back end administrative platform at any time.
¢ With Ensenta deposit thresholds are set up during implementation and any changes
after that point need to involve Customer Care (877-462-3446 or go to Admin
Platform>MySupport to submit a ticket)
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Pay People
Pay People is a person-to-person payment service that allows your users to send secure
electronic payment(s) to anyone using their email address or mobile phone number. Your
financial institution must offer this product within Online Banking in order to offer it to your
mobile users.

Registration
If the user has never used Pay People, on a device or a PC, they are guided through a
registration process as well as accepting the Terms & Conditions.

Popmoney Terms & Conditions
Need to pay someone? pmoney o
Effective: Jan 1, 2015
All you need is their cellphone We are
number or email. Bacon ipsum dolor amet doner et ut, pork belly H 1
magna prosciutto ea aute kevin alcatra do dolore reg|Ster|ng a
occaecat. Jowl ea nisi, non tempor pariatur pork
chop alcatra ad quis. Aute pork ut, shoulder pOpmoney
tempor nulla ullameo andouille boudin esse
meatball anim voluptate sausage short ribs. Ex aCCOu nt for you
tenderloin ut tongue reprehenderit ribeye
deserunt eiusmod pariatur aliqgua minim pork
magna biltong drumstick. Enim tail veniam
landjaeger kielbasa.
powered by POPMONeY Consectetur est pastrami aute beef filet mignon.

Bacon meatball pork turkey leberkas anim.
Porchetta officia sirloin incididunt. Chicken
eiusmod dolor reprehenderit duis turducken
short ribs sunt bresaola jerky.

e

Enroll Now

Cupim alcatra turkey elit ribeye tempor ea
kialb m yoluptate ham chuclk laborum

Decline

The user is only asked to register one time. If they have already registered for Pay People via
Online Banking on a PC then they do not have to register again if accessing Pay People via a
mobile device.

Setting Up a Payment
1. The Pay Someone tab within Pay People lists
the people and their mobile devices that have
already been entered into the system. This list
includes people that have been paid through

Pay People on a PC (if applicable) as well as
the user’s contact list on their mobile device. mobile phone # or email

Who do you want to pay?

To pay someone that is already listed, simply
tap their name. Recent Contacts
Cassi Armstrong
To pay someone that isn’t already listed, enter
their mobile phone number or email in the

space provided.

The user has the option of editing the contacts
from this screen. By tapping the arrow beside
the name the user is able to edit the contact’s
mobile number and email.

Tapping this
arrow allows
the user to edit
that contact.
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2. Enter the amount to pay, the funding account, and
any message to be included with the payment.

The financial institution has the option of offering
next-day delivery or a 3-day delivery. The financial
institution will also be able to set the fees for these
two options.

The user taps Send Money in order to process this
transaction.

For every transaction over $100 sent to an email
there is an extra layer of security. The sender

provides a phone number that the recipient must
confirm when the payment is picked up.

There is a 20 character limit in the message if the
money is being sent to a phone number and a 250

character limit if the money is being sent to an
email address.

D DIGITAL
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Cassi Armstrong

(818) 885.5555
[*9022 Personal Checkin v
From $715.340.10

Deliver lin 3 business days ($3.Cv

Message

‘ Send Money

3. Once the user confirms the transaction the end user receives a Success! message
letting them know the payment was successfully transmitted.

Any applicable fees are shown to the

user before they confirm the transaction. Success!

Confirm payment? FEE: $3.00 TOTAL: $53.00

Cancel

$50.00 sent from Personal
Checking to Cassi Armstrong.

Go to my accounts

Send money again
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View Activity and History

Under the Activity tab within Pay People the user is able to view pending and recent activity

including details on that activity.

To cancel a pending payment, tap on the pending payment and tap Cancel Payment.

Tap on a completed payment to view details about that payment.

Details
You paid Dorsey Perz $10.00

(805) B6E-2222
Status:pending

From: *9022 Personal Checking
Delivery: 3 business days

Cancel Payment -—

All pending payment are available for

Last update: Feb 7 11:34 AM
Pending
Dorsey Perz -$10.00
02/07/2015 pending
~~Sharita Brumit -$100.00
02/04/2015 pending
History
Tona Twine -$10.00
02/07/2015 completed
Kathleen Lutterman -$10.00
02/07/2015 completed™
Solomon Hodgdon -$100.00

Pay Someone

Activity

D

DIGITAL
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viewing, regardless of the device used to
setup the payment or used to view the list.

For example, if a payment was set up using a
mobile device then it will appear in the
pending payment list when viewed on a PC.

Details
You paid Tona Twine $10.00.

(805) B66-2222

Mstexpired
From: *8022 Personal Checking
Delivery: 3 business days

Confirmation # 1388017

Digital Insight Proprietary and Confidential

32



D DIGITAL
INSIGHT.

an NCR company

Earn Cash Back

Build loyalty and satisfaction by helping your users save money with personalized cash-back
offers via Purchase Rewards, provided in partnership with Cardlytics. Cash-back offers are
based on user’s location and debit card shopping history and can be used toward everyday
debit card purchases.

1. The user initially views a summary of all available offers as well as a summary of the
cash earned for the current month and the prior two months.

The user is able to view details regarding Users are able to view the account that

a particular offer or activate offer from offers are attached to. If multiple accounts

this screen. are tied to the rewards system this top bar is
selectable.

Personal Checking *9022 20 offers

Cashback (3 months): $34.57 >
Tapping this
Redbox Exp 4 days line will direct
Earn rewards at Redbox! the user to
the
redemption
Details ¥ screen. This
screen gives
7-Eleven Exp 4 days redemption
The user taps Earn rewards at 7-Eleven! details for
Add to debit each
card before payment
using to Add to debit card before using » period.

immediately
add this Fedex Office Exp 4 days

reward to a Earn rewards at Fedex Office!
debit card.

added D"" Details ¥

The user clicks
Details to view

Rewards that have added under the

description have already been activated
and are ready to be redeemed. information about

that offer.
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2. Once Add to debit card before using is
tapped. The user sees a message saying
the offer is being added to their debit
card.

e —
| Adding offer to debit card

3. The user is taken to the details screen to view information about that offer. This screen
contains the following information:

Merchant name
Offer status
e Link to map merchant location
(available if in-store purchase only)
Complete offer details AP
o Offer redemption instructions
Offer ID

Gap.com
(added 10 debit card)

Offer Details Exp Apr 26

Shop now through 4/26/2012 and eam 10% cash
back on every purchase at Gap com! Maximum
reward of $50. With Gap.com, style is back in
season. Make your own nues.

(B You must use debit card 10 make purchase

-

Ofler 1D 74561

There are some online offers in this program
that require a purchase through the link

provided in the details. In this case, additional
language is displayed highlighting the need to
use the link.

Digital Insight Proprietary and Confidential 34



D DIGITAL
INSIGHT

an NCR company

Support Notes

My user cannot view expired offers. Why not?

Expired offers are not available for view in the mobile banking session. These can only be
viewed by logging into Online Banking and visiting the rewards summary page.

When will my user see the reward deposited into their account?

Qualifying purchases made in one month will be applied to the linked debit card account
at the end of the following month. So, if you make a qualifying purchase in April, the
amount will be deposited in your account at the end of May. The user will receive one
credit for the cash back which will include all of the offers redeemed.

**Roadmap Previews for the Mobile App:

o We are currently developing push notifications for the Mobile App. Users will be
able to set up balance updates, as well as alerts for low balances, large
withdrawals and large deposits from the Mobile App. This feature is currently on
the Roadmap.

e The iPad Split Screen feature will allow users to run the Mobile Banking App at the
same time they run another app. This feature will be available for iPad models that
support the feature and run iOS9 or higher. This feature is currently on the
Roadmap. This feature is not available for Android devices because the
technology is not supported by Google.

e Card Management allows users to control when debit and credit cards are used
directly from their Mobile App. This feature is based on card processors and is
currently on the Horizon plan.

e The ability to sign up for and view integrated Online Statements via the Mobile
App is currently on the Horizon Plan.
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Mobile Banking Apps:
Additional Features

Overview

: . : : In this section:
Leveraging the mobile devices’ location technology, the
Mobile Banking App has a Locations feature located in the e Locations
main menu. In addition, the More button allows the financial
institution to provide custom links. e More
The Rate Our App screen is available to users after a certain e Rate Our App

amount of activity.

Locations M Branch
Users enter a ZIP code or city and state to find | WA™
their financial institution’s locations.
A map with drop pins on all the financial
institutions locations in that area appears. Red
pins signify ATMs, purple for branches and blue
for the user’s current location.
A user is able to click on any drop pin location
and view the address and phone number and - 3
. . oronto.
business hours of that location. Cade
- — New York
In addition the user can =2;:'°“3' % 3 ﬁ Al )
use the mobile device’s 5 t&" z % Oci
technology to receive » Post SR ® Maidentn
directions P& e ity
to that location. LR e
&,@ - %&m Bogota_
oﬁe“ - B
I [£]
.. @
. ElligSt T/ Q
The user clicks on any oz ’ 7. ~ Marti
drop pin to view the Fload Building " 75 t"'" 'Jy'
address and phone EverestCollege ¥ The user clicks the
number of that location. i NP Find Me button to
d & automatically find to
‘s\‘,e,@ e their current location.
% o >
Legy ” zﬂ , \b‘o
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More
The More area provides the opportunity for financial institutions to add links to non-single sign-
on sites as well as single sign-on sites (available after the user has signed in).

The following information can be included in the More section:

e Create Your Own Page links. This feature empowers your financial institution or a third-
party vendor to develop content as a page in the Mobile App. A link would be available in
the Additional Links area of the More page, creating a seamless experience for your end
users in order to give them additional functionality. Your financial institution is able to
add up to 20 additional links. Contact your Relationship Manager for additional
information.

o Messages: The Message area notifies user about new key features in the app and will
display Push Notification history (Push Notifications is currently on the Horizon Plan).
The “What’s New in this Version” section of the Messages area displays new features of
an upgrade. The feature is displayed for 7 days or until it is tapped.

¢ Alink to Customer Service information. Tapping the phone number automatically dials
that number.

e Alink to send an email to the financial institution. Tapping Email Us opens a new email
in the user’s email app.

e Alink to the website and privacy policy. Tapping “
Website or Privacy Policy launches a browser

and takes the user directly to the financial \. Facebook
institution’s website or privacy policy. This is an
e Links to social media sites. Tapping on any of the 0 Public Link example of what

social media sites opens a browser and take your
user to the corresponding site.

e Alink to open a new account. Tapping Open new
account takes the user to a third party vendor site
that provides a process for opening a new account
online. This is dependent on the financial institution
offering this product.

e Secure Support Email. Allow your users to contact Locations
support with secure emails. Emails are assigned
ticket numbers and queued for the financial
institution’s response. User can access replies
through either Mobile or Online Banking. This Other
product is part of the Desktopshare Bundle which
includes Secure Support, Knowledgebase, Desktop | privacy Policy  View policy on website
Share and Secure Chat.

the More menu
£+ Settings could look like.

(El Log out

Contact Us

Contact Us Call us now!!

**Roadmap Preview: Secure Chat for Mobile Banking is currently on the Roadmap. This
feature extends the Premier Secure Chat service to a user’s mobile channel allowing
your user to chat with agents from a smartphone or tablet from within Mobile Banking
Apps or Mobile Web Banking.
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Rate Our App

The Rate Our App prompt appears when the user reaches |
a certain number of logins and activity within the App.

The type of smartphone will determine the destination of
the rating system. The ratings are public information and Love our app?
are located in the App store or Google Play. We hope you do. Will you take a

moment to rate us in the App
Store?

Rate now

Remind me later

No, thanks

Configuration Options: Additional Features

Additional links on the More screen: Contact Customer Care at 877-462-3446 or go to
Admin Platform>MySupport to submit a ticket to request links added to the More screen. The
financial institution is responsible for providing the destination URL and the title of the link. The
character limit for the title link is 16 characters.

Creating a single sign-on link on the More screen: To add a single sign-on link to the More
screen the financial institution will need to contact their Relationship Manager.

Customizing ATM and branch info: Contact Customer Care at 877-462-3446 or go to Admin
Platform>MySupport to submit a ticket to customize the ATM or branch information that
appears in the Locations area.
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Overview

Smartwatch banking allows your users to access their important
banking tasks via their Apple Watch or Android Wear. User can
conveniently and securely check balances and transactions
without needing to login. Users are able to determine which
accounts can be viewed via the wearable as well as the order of
the accounts. Using the geolocation feature, the wearables can
provide branch locations as well.

The financial institution is able to brand certain components of the
SmartWatch. Digital Insight will assist your financial institution
with any customization during implementations. Digital Insight’s
Customer Care team can assist your financial institution with
these types of changes once you are live.

Customize with a watch-
specific icon as well as
a primary font color.

During the launch of
our SmartWatch App
one financial
institution’s logins by
watch owners jumped
more than 6x by the

3 month. That’s up
to 6x more
opportunities to
connect with
customers.

Give feedback
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Description

First Use Experience (Apple Watch)

The financial institution’s Mobile App automatically downloads to the SmartWatch from the
corresponding phone. The user will need to have the latest financial institution Mobile App on
their smartphone.

For security reasons, the SmartWatch must be enabled via the Mobile App on the mobile
device. The user can initiate this process from the SmartWatch or directly from the Mobile App.

Access via the SmartWatch

1. The user clicks on the financial institution’s Mobile App on the
smartwatch and taps Enable. For security reasons, the initial
screen instructs the user to login to the Mobile App via the mobile
device. CMA 5:30

Quick Access

View balances on
your watch

the

2. After a successful mobile device login, the user returns to :
watch and taps the Refresh button. Almost there

Log in to CMA phone
app to continue

setup.

Refresh

3. The user can then view account balances and
transactions.
If enabled via the AppleWatch menu on the Mobile
Device, the user is able to view the first account balance
at a Glance screen.

$10,0000@

Ll
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Access via the Corresponding Mobile Device

The user also has the opportunity to turn on functionality EEEEEE L
for the Apple Watch via the corresponding mobile - Apple Watch
device. Go to: More > Settings > QuickBalance
>Apple Watch and turn on the toggle for Apple Watch.
The user will need to tap Refresh on the SmartWatch in

Show balances on Watch (/:

Raorder accounts shown on waleh. First

order to start using the features. account listed is shown on Glance.
SAVINGS (,/

CHECKING

**Note: For security reasons, the user is prompted to log into their Mobile App on the
corresponding mobile device before being able to use their wearable if they have not logged into
the Mobile App for 30 days or more.

Viewing Accounts and Transactions (Apple Watch)

The user is able to control the accounts displayed and the order of the account balances in the
SmartWatch. This is managed by the user via the Mobile App on the mobile device. The user
navigates to: More > Settings > Apple Watch >Edit. Once any changes are made the user
must tap the Refresh button on the SmartWatch to apply any changes. Changes take 10-15
seconds to appear.

The user taps Done to
Show balances on Watch ) save any changes.

To view balances via
the SmartWatch, toggle
T Edfit 10 rebeder accaunts. First account isted is shown

thIS Optlon on. an Glances,

Checking18 The user hide/unhides

accounts by toggling
them on/off.

Checking2Q

The first account balance
listed here is the account that
is shown on the Glance view

of the SmartWatch.

The user can rearrange
the order of the
accounts by dragging
and dropping using the
handles.

LOC no avail

IL no avail
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To view transactions on the SmartWatch, from within the SmartWatch app, the user simply taps
the account balance. The last 5 transactions from the past 90 days are available for viewing.
The Back button returns the user to the list of account balances.

==

Checking18

$9,348%7

$9,048.87 —$1 00

Swiping up or down on these screens
$ 2 - 5( allows the user to scroll through the list
of account balances or transactions.

The user is able to set up a Glance view of the first account listed on
the AppleWatch set up menu within the Mobile App (screen shot of this
is on previous page). Within the AppleWatch app on the mobile device,

within your financial institutions app, the user toggles the Glance View

option to ON.

With this feature enabled, while on the Watch Face view of the Apple Apple Watch
Watch, the user swipes up to scroll through any Glance views that may
be set up.

Branch Locator (Apple Watch)

The user can access the Branch Locator feature by swiping left or right on the Glance or
Accounts screen. The geo-location feature must be turned on within the device’s settings.

The user taps on the
map to navigate.

The user taps Prev or Prev Next 10f 15
Next to cycle through VS The user scrolls down
nearby branches. 2.04 miles for more details about
ATM & this particular location.
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Turning Off Smart Watch Capability (Apple Watch)

The user can turn off SmartWatch capability at any time from the mobile device within the
Mobile App. The user navigates to: More > Settings > Quick Balance > Apple Watch. The
user toggles Show balances on Watch to off. The user will need to click Refresh on the
wearable to apply the changes.

The user toggles
this option off.....

Apple Watch

Show balances on Watch

Rearder accounts shown on wateh. First

aceount listed is shown on Glance. Re-enable Viewing
balances on the First
Digital phone app
settings page.

P ...and then taps Refresh Refresh
, i on the SmartWatch.

First Use Experience (Android Wear)

A first time Android user will need to have the latest financial institution Mobile App on their
smartphone. The financial institution’s Mobile App will then automatically download to the
SmartWatch from the corresponding phone.

For security reasons, the SmartWatch must be enabled via the Mobile App on the mobile
device. The user can initiate this process from the SmartWatch or directly from the Mobile App.
Access via the SmartWatch

1. The user clicks on the financial institution’s App on the SmartWatch and taps the Enable
Balance button.

For security reasons, the initial screen instructs the user to login to the mobile device
and confirm the ability to view balances via the smartwatch.

0

P Almost there
View balances here after your next login to

our phone app.
' Enable Balance

2. After a successful mobile device login, the user returns to the watch and is able to view
balances.
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Access via the Corresponding Mobile Device

The user also has the opportunity to turn on functionality for

Android Wear via the corresponding mobile device. Go to:

Menu > Settings > Quick Balance> Android Wear and

turn on the toggle for Android Wear. Android Wear [ ON |

The user will need to tap Refresh on the SmartWatch in
order to start using the features.

**Note: For security reasons, if the user hasn’t logged into the Mobile App for 30 days or more,
then they are prompted to log into their Mobile App before being able to use their wearable.

View Transaction History (Android Wear)

The user is able to control the accounts displayed and the order of the account balances in the
SmartWatch. This is controlled by the user via the Mobile App on the mobile device. The user
navigates to: Menu > Settings > Quick Balance> Android Wear >Edit. Once any changes are
made the user must tap the Refresh button on the SmartWatch to apply any changes. Changes
take 10-15 seconds to appear.

To view transactions on the SmartWatch, the user simply taps the account balance. The last 5
transactions from the past 90 days are available for viewing.

The user taps on the

A B account balance to view
transactions.

Unkrowen Accourt

qum Urknown Account Type
$555,500.00

Swiping up or down
allows the user to scroll

through the list of
accoiint halances.

**Note: The Android watch backgrounds can be configured by your financial institution. By
default, a background template using your financial institution’s primary color is uploaded. This
default background can be changed by contacting Customer Care. The image must be a 300 x
300 px PNG.
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Turning Off Smart Watch Capability (Android Wear)

The user can turn off SmartWatch capability at any time from the mobile device within the
Mobile App. The user navigates to: Menu > Settings > Quick Balance> Android Wear. The
user toggles Show balances on Watch to off.

Smart Watch Reporting

Reporting is available for financial institutions via the Admin Platform. Go to: Admin
Platform>Reports>Activity Report.

This report is scheduled to be available in Spring 2016. More details to follow.
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Mobile Web Banking

Overview Online users

Capture and keep your most profitable users with the on-the-go connect 148 times
per year and mobile

convenience of Mobile Web Banking. Get all the key features of

Online Banking — but optimized for your mobile phone. Users only
need a mobile phone that has browsing capabilities. Mobile Web users connect up to
Banking provides access to account information, transfers and Bill 211 times per year.1
Pay.

The solution gives automatic access to Mobile Banking from your existing website with our
mobile device detection capability. Any user going to your regular financial institution website is
automatically taken to the mobile version of the site. This mobile redirect filter is standard with
Mobile Web Banking.

Mobile Web Banking features include:

e No mobile device compatibility gaps: Mobile Web —.
Banking works on any mobile phone with a data plan | el
and browser, and works across any cellular service A (T [ B Py
provider. ‘Ml Hello Paul Smith
e Superior usability: No separate Mobile Banking sign-up > Remove exid secusly fom this ghone is
required for Mobile Web Banking. Users enter your Accounts Summary
main website URL into the browser on their mobile Accoun paance 71543
phone, log in with their existing Online Banking BUSINESS CHECKING 22
credentials, and start using Mobile Banking on a user Avalable Balance $2.284.51

interface (Ul) matched to their mobile device. SO Sy

SG Loan #143
Loan Balance $1,000.00

e Consistent branding: The mobile website matches your Available Balance $0.00

other online channel branding logos and colors. Sk ranslv

e Ul tailored for individual phones: With optimization for —
different mobile devices. The screen and layout
automatically change based on the mobile device to
give the optimal user interface.

e Complete end-to-end security: Mobile Web Banking is fuIIy secure using industry
standard technologies (SSL, WTLS) and security certificates, with 128-bit encrypted
communication. No personal or confidential information is stored on the mobile device.

o Digital Insight hosted: High availability, fast response time, and network security is
assured as Mobile Web Banking is hosted in the same SSAE 16 certified Data Center
that operates our Online Banking service.

e Multifactor authentication: Mobile Web Banking uses two-way, out-of-band
authentication. This enables greater security while keeping the user experience
delightfully easy.

'Internal study of 75 Digital Insight financial institution users, July 2009 through August 2014 based on Digital Insight
online end users: Internal study of 47 Digital Insight financial institution users, July 2009 through August 2014, claim
based on comparison to Digital Insight non-mobile end users.
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Mobile Web Banking:

Login

Overview In this section:
Mobile Web Banking leverages a user’s existing Online Logging In
Banking credentials. No additional enrollment for Mobile .
Web Banking is required. Mobile
Registration
o Multi-factor
Description Authentication

Logging In: Existing Online Banking User
The financial institution has the option of placing a redirect on their Online Banking URL. If a
user enters your financial institution’s URL into the browser of their mobile device they are
automatically redirected to the Mobile Web Banking site. The financial institution can also offer a
link, located on their Online Banking URL, to the mobile site.

The user is presented with the Mobile Web Banking log in screen. Users use their current
Online Banking username and password in order to gain access to Mobile Web Banking.

Contact Us: The financial institution can ‘( YOUR FIMANCIAL
customize this screen to contain contact & N ITION
information for the financial institution as well as

links to third party vendors. This feature is Banking Access
available before and after login. See page 70 for

details. Customer Number

Locations: The user has access to view financial
institution’s ATM, branch locations, phone

numbers and directions. This feature is available Password
before login and after login. See page 70 for
details.

Rates: The financial institution is able to provide
a list of the current rates. This feature is available
before and after login (dependent on if your
financial institution offers this feature).

More: This provides a screen that can contain
links including opening a new account, social

media as well as a link to the financial L Contact Us | Locations | Rates| More l
institution’s full website.

**Note: Similar to Online Banking, users are locked out after five failed login attempts. Failed
login attempts on Mobile Web Banking will also lock a user out of Online Banking on a PC.
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Logging In: New Online Banking User

**Roadmap Preview: The following provides a preview of the new mobile registration
experience that is currently on our Roadmap. Contact your relationship manager for
more information.

Engage the growing mobile-only user base by enabling your users to register for Online Banking
from their mobile phone. Mobile Registration is a streamlined, easy-to-use registration
experience.

In order to utilize the registration process via a mobile device, the user must have at least one
account with your financial institution. If the user already has credentials for Online Banking,
there is no need to go through this registration process. Users are able to access Mobile
Banking using their existing credentials.

4. The user clicks

the Sign Up link ) YOUR FINANCIAL INSTITUTION

directly on the

log in page. usp16bpuxsss

HAs [
Save Member Number
Locations More

5. The user is presented with the registration Create Login T~ -

form. Depending on the device being used,
they may need to scroll to see the entire
registration form. Password

Usemamsa automatically
checks if the value
isn’t already taken.
The user creates a username and password e T Akl
and then enters their validation information.
The user will not be able to progress through
the registration process until they agree to First Name
the Terms and Conditions.

Parsonal Information

Social Secunty Number

Last Name
ate of Birth kiother' s Maiden Name
The password field o A rend s aguee 15 the Terma & Condifions of
automatically reveals two

BErVEE

criteria the user has to fulfill
with their password creation.

Complete sign up

Call us for bedp a1 800-111-1734
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If your financial institution has Auto-Approve for registration:

e The value entered for Social Security Number or Member Number is used for
validation with what exists on the host processor. The result of this validation
determines the outcome of the registration attempt.

e The only fields that appear are the validation fields. This is different that Online
Banking where all fields are displayed.

o Specific fields for validation vary from institution to institution.

If your financial institution has Manual Approve for registration:
¢ All fields displayed on the Online Banking registration form is displayed on the
mobile device, including optional sections such as Secondary Account Holder.
e Specific fields for validation vary from institution to institution.

6. The next steps depends on if your financial institution supports Auto-Approve or Manual

Approve.
If your financial institution has Auto-Approve for Sign up |
registration: Completed!

o If the user’s entries are successfully verified

‘Wiskcome Chrisbophes,

they will see a registration successful screen. | Befoe you can sccess you

By clicking Confirm my identity, the USer is | i on suhenmasor

oS

e directed into the multifactor authentication
WorkﬂOW Up tO tWO nUmberS fOU nd for the Cenfirm my identity

user on the host are retrieved and listed as ‘ - m
multifactor authentication numbers. _

o After successfully completing the multifactor - m m

Oine tirme only:

authentication workflow, the user is instantly
logged into their Home Page.

o If the Social Security Number or Member Number did not
match, the user is declined.

o If any of the other validation fields did not match the user
registration is sent to the Admin Platform for manual review.

If your financial institution has Manual Approve for

registration: Pending review
e Allregistration attempts are sent to the approval We are cumently proces S T T
tool in the Admin Platform for financial institution application, It may take up o 3-5
review. business days before you can
e The user is given access to Online Banking once e
an administrator approves the registration.
What can you do next?

Go to login page

Call us for heip at 800-111-1234
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Multi-factor Authentication for Mobile Web Banking is the same experience as Online Banking.
Both solutions utilize out-of-band authentication and device recognition. Mobile Web Banking
imports the registered phone number(s) the user uses for Online Banking authentication.

The user only has to go through this procedure once per device.

1. After a successful login, if the user is
using an unidentified device, they are
asked to confirm their identity. The
phone numbers that are already
registered for this user via Online
Banking will appear on screen.

If the user selects Call the user
receives a phone call to confirm their
identity via voice prompts.

If the user selects Text the user
receives a code via text to confirm their
identity.

The first time a particular mobile device
is used to access multi-factor
authentication the user is able to

enter a new phone number in order to
complete the process. This is done by
tapping | can’t access these numbers
now. This gives the user the opportunity

to enter an additional phone number in order

Numbers are
masked as a
security
precaution.

YOUR FINANCIAL
INSTITUTION

Secure login

We need to confirm your identity

G (lX!,‘xx.saze m

Call
GJ-.C‘;: Inese n ;."lc-.D

+86 x0xxx9900123

International numbers are

supported for voice calls only.

to receive a phone call. If a user has used this mobile device before and | can’t access
these numbers now is tapped, they are directed to update their phone numbers via

Online Banking.

2. If receiving the code via text, the text is
delivered within seconds. The user
simply replies with the same code as
instructed by the text.

If receiving the code via phone call

the user follows the prompts and
presses “1” to confirm their identity while
on the phone.

Once the user’s
identity has been
confirmed they are

instructed to return to
their browser.

Apr 19, 2012 6:46 PM
Your Fl:
Reply *124561* to End user
securely confirm your receives
identity. Reply "deny" to ’
| deny access. : /’
' Your Fl:
Identity confirmed. Please ....and
go back to your browser. replies with
Thank you! the code.
Qc
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3. The user receives a success message :
once they navigate back to their browser.
This gives the user confidence and
assurance that their session and account

N
is successfully authenticated. Jz]] Success!

Once the user taps Go to my accounts
on the multifactor authentication success
screen they are taken to the Home page of
Mobile Web Banking. This is the screen
that they will see immediately upon login in , :
the future. all future legins to this account

Go to my accounts

Identity confirmed:

We will remember this device for

Support Notes

Will users be able to change the phone number(s) they use for authentication?

Yes. The user can manage the multifactor authentication phone numbers via Online
Banking. However, during first-time use of mobile authentication, consumers are able to
change the phone number(s) they use for authentication. This will allow a Mobile Web
Banking-only user to add a new number or change an old number.

Does the user need a registered phone number in order to log in?

Yes. The user can use the same approach as the authentication setup in Online Banking.
The user is prompted to enter a phone number if he or she is a Mobile Web Banking-only
user and hasn’t registered a phone number for use with Online Banking. The user uses this
new phone number for login attempts on other devices.

Configuration Options: Mobile Web Banking Login

Updating the Full Site link:If the financial institution needs to update the Full Site link located
on the Mobile Web Banking Login screen they will need to contact Customer Care at 877-462-
3446 or go to Admin Platform>MySupport to submit a ticket.
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Mobile Web Banking:
Core Features

Overview

Mobile Web Banking provides maximum access to account In this section:

balances, history, transfers, Bill Pay and more. e View Accounts
e Transfer Money

Description o Pay Bills

Accounts

Users are able to access the same accounts (deposit, loans
and investment) that are available in Online Banking.

1. All of the user’s active Online Banking account are displayed along with the current and
available account balance. Your users may have to scroll to view the entire list of
accounts.

The Log Out button
The same account nicknames from Online Banking are displayed. allows the user to log

' YOUR FINANCIAL
Q7 INSTITUTION
For additional security, the

user can tap Do not Accounts Transfer || BillPay |

N e B Hello Paul Smith
the user will be prompted
for multifactor

authentication during The current

every login. PERSONAL CECK'N 7 balance is
Account Balance $775.43 listed first.

out quickly and
securely.

Do not remember thes dewvice

Available Balance $1,275.43 Available
BUSINESS CHECKING #2 lance i
Account Balance $2,294.51 balance is

Available Balance $2,294.51 displayed
TSR TR ————————— as We//, if
available.

If available, the loan and P

credit card accounts show Loan Balance $1,000.00

loan balances. The Avaiisbls Galance $0.00
minimum amount due and WL TERIELILE

due date will appear as Transfer Amount:
well (not shown in screen

shot).
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2. Tapping directly on any of the accounts takes the i
user to the Transaction History page for that \’, INSTITUTION

account. From this screen the user can view the _ s = e )
Account Balance, Available Balance and posted Accounts | Transfer | BillPay |
transactions (information that appears here is PERSONAL CHECKING #1
dependent on the core processor). Account Balance $775.43
Available Balance $1,275.43

08-23-201410 09-02-2014

09-02-2014 51520
Target

08-31-2014 57.92
Chipothe

08-31-2014 -528.98
Safeway

Da-28-2014 56T &7
Billpay

08-28-2014 S5TR 56
Paycheck

3. By scrolling to the bottom of the Transaction History screen a user is able to see
additional history, change the date range as well as choose to view information on a
different account.

Mobile Web Banking defaults to the last 30 days of account history but will allow as
much history as the core processor allows. A user can view additional history by
selecting a custom date range (at the bottom of the history screen) and tapping Go.
When choosing a custom date range, 15 transactions appear at a time. Additional
history is also available by tapping More History.

DE-18-2014 518.32 If the user scrolls to
Fiesta Del Sol the bottom of the
D8-18-2014 -516.97 Transaction History

Safeway screen they see these

The user clicks " )
03-23-2014 550.00 additional options.
on More Transfer

History to see

additional
transaction Change Date Range (mmddyyyy)

history. |DBD82D14 | The user can enter in a date
range here to view more or less

~ (08222014 . .
| history. The user clicks on the
: . field! nabl lendar
View account history for date fie s'to enable a calenda
another account b and use this calendar to choose
. Y |1;F'EF|SEJN£—‘«L CHECKING the desired dates.
choosing the account
from the dropdown and ( View Different Account )
tapping View Different
Account. Contact Us | Locations | Rates | Log Qut
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4. Tapping on any individual transaction will give R EIMANE
the user additional information about that \" TNETF}HJ?@A& @I
transaction.

|Accounts || Transfer || Bill Pay |

Information that PERSONAL CHECKING #1
appears here is exactly i“f’l' uglt Efgl:;m::e 5:‘33:'53 43
what appears for this vailable Balance $1,2/9.

inme Bgnk/ng. This 09-02-2014 =15.80
information comes TARGET STORES 0322 032
directly from the core Debit Card Sep. 02,2014 04:07 Ref:
524862.

processor.

( Back to Transaction History )

Contact Us | Locations | Rates | Log Out

5. From the Accounts Summary screen the user can perform a Quick Transfer. This is a
one-time immediate transfer.

Account Balance $775.43
Available Balance $1,275.43

BUSINESS CHECKING #2
Account Balance $2,294.51
Available Balance $2,294.51

The user enters the SG Loan #143
amount of the transfer Loan Balance $1 .ﬂﬂsg.lln
Available Bal .00
and choose the From varable Balance
and To account from

the dropdown menus. Transfer Amount:
|1 00, oo |

From Account:

|]; PERSONAL CHECKING: 775.43]v/| Accounts available for transfer
To Account: To and From are the same as

2 BUSINESS CHECKING; 1,2345]v/| what is available in Online

(Transfer Funds) (Clear)

Contact Us | Locations | Rates | Log Out

Banking.

The user clicks Transfer Funds to process this one-time immediate transfer.

The end user is asked to confirm the transfer and will receive a success
message that contains a confirmation number.
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Transfers
Users are able to process a one-time immediate transfer.

1. On the Transfer tab, the user enters the transfer \" INSTITUTION @I
amount, the From Account and the To Account.

: TR @ | BilPay

The accounts that are available to transfer To _
and From are the same accounts that are

available in Online Banking. Transfer Amount:
|a1III. oo |
In order to schedule a transfer for a future date, FROM Account:
the user is directed to use the full website |z BUSIMESS CHECKIMG: 1,29:1.51
TO Account:

|L' PERSONAL CHECKING: 775,43

(Transter Funds) (Clear)

To schedule a transfer for a future date, use
our full website,

IContact Us | Locations | Rates | Log Out

2. Once the user processes the transfer they are asked to confirm the transaction and then
they will receive a success message that contains a confirmation number for that
transaction.

WOUR FINAMCIAL

\” INSTITUTION
| Accounts | Transfer |~ Bill Pay |
i ’ YOUR FINANCIAL
Please verify account transfer \’ INSTITUTION m

Transfer 40000

From 2 - BUSINES S CHECKING ||' Accounts || Transfer || Bill Pay

Ta 1: FERSOMNAL CHECKING
Sep. 01, 2009 23:06
T —_— POST DATE: Sep. 01, 2014
[ (Confirm Transter ) (Fancel) The transfer of 40.00
from 2 : BUSINESS CHECKING
Contact Us | Losations | Rates | hog Oul To 1: PERSONAL CHECKING

was successiul.

‘f'our reference information is
Sep, 01,2014 23:06
Rel: 524349

¥ Transfer Now

The user is asked to confirm
R CICT RN BRI CIAC 1o M | | - ations | Rates | Log Out

then they will receive a
confirmation message.

**Note: Account holders are able to transfer funds to other account holders at your financial
institution. Recipients must be set up within Online Banking. This feature is core dependent.
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Bill Payment
The user is able to make single payments, view/delete pending payments and view payment
history via the Bill Pay module.

1. To set up a payment select the funding account ’ YOUR FINANCIAL @I
from the drop-down menu and select a payee 4"/ INSTITUTION

from the payee list. . N - .
| Accounts || Transfer || Bill Pay | |

Pay from:
|F'EF|SDN.¢-.L CHECEIMNG #1

The payees listed here are the @
existing payees that have been set

To confinue, select a payee from the list.

Western Auto Finance, *3564
Last paid: $75.00 on 08/28/2014

San Antonio Water System, *4560
Last paid: $54.00 on 08/06/ 2014

up within Online Banking.

(@ Pending Payments

(3 Payment History
Contact Us | Locations | Rates | Log Out

2. The user enters the Amount of the payment
and the Send On date, then taps Pay. \” Tﬁ;grfjrnlﬁ%ﬁ @I

| Accounts || Transfer || Bill Pay |

To: Western Auto Finance, *3564
. From: PERSOMAL CHECKING #1
When the user clicks on the Amount §
date field a calendar appears. |2E|. oo |
The user can use the calendar Send on (MMDDYYYY)

to choose the correct date. 10212014 |

|IIEI Pending Payments
3 Payment History

Contact Us | Locations | Rates | Log Out

**Note: For the FIS Process Date model,
when the user selects the Send On date the

Delivery Date will automatically appear
below the date field.
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3. The user receives a confirmation message
regarding the new bill payment and is
prompted to click OK.

This new payment will now appear on the
pending payments screen.

DIGITAL
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YOUR FINANCIAL

\’) INSTITUTION @I
| Accounts || Transfer || Bill Pay |

You can EDIT / CANCEL your 10-21-2014
payment for $20.00 to PAYEE until it
Processces.

D

Cnfrm #MBIEIHOT

Lok

3 Pending Payments
3 Payment History
IContact Us | Locations | Rates | Log Out

4. Throughout the Bill Pay screens, the user is able to access pending payments as well as

payment history.

YOUR FIMANCIAL

\" INSTITUTION @I
| Accounts || Transfer || Bill Pay |

Send 10-21-2014 57300
Western Auto

Finance Details Cancel
Total 575.00

@ Make a Payment
@ Payment History

Contact Us | Locations | Rates | Log Out

From the Pending Payments

screen users are able to view

details about a pending payment
as well as cancel that payment.

The Payment History screen
provides information about the

payment including method of
payment.

P INSTITUTION

| Accounts || Transfer || Bill Pay |

Sent on 8-28-2014 $75.00
Western Auto Finance

From CHECKIMG, *1138

Electronic

Sent on 3-5-2014

San Antonio Water
From CHECKIMG, #1133
Electronic

@ Make a Payvment
@ Pending Payments

$45.00

The links at
the bottom of
the screen
take the use to
the intended

Contact Us | Locations | Rates |

screen.
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Mobile Web Banking:
Additional Features

Overview
iy , In this section:
Additional features are available for the user before and after
log in. This includes Contact Us, Locations, Rates and Log Contact Us
Out.
Locations
Rates

Description Log Out
Contact Us
The _flnanmal institution is aple to place custom customer \’! P S @)ﬂ
service contact information in this area. This can include
multiple phone numbers, email addresses and a physical | Accounts | Transfer | Bill Pay |
address. When the user clicks on the phone number it will Contact Us
direct the user to the dialing screen of the mobile device. ehtndompbbantel st per I

Main Office 588-344-4674

Tol-Frea 300.T65.3258

Fax B1B-8TE-TEES

Diigital Insight

26025 Mureau Road

Calabasas CA 91302

Contect s | Locations | Rates | Log Qut
Locations
The user is able to search for ATM locations and branch -

K . ’. YOUR FIMAMCIAL
locations. Simply use the pull-down menu to choose the A instirution (@aea)
type of location and enter a city, state or ZIP code. | o T W PE

Locations
Find ATM or Branch
Branches v

Search By: City, State or Zip

Contact Us | Locations | Rates | Log Oul
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Rates
Financial institutions can provide easy-to-access
rate information to users. \" ‘l’gg%l"TNJT”IC(')‘;S (LogOu.)

" Accounts || Transfer || Bill Pay |

Our Rates

+ Savings and IRAs

* Regular and IRA Money Market
Accounts

+ Checking

* Regular and IRA Time Deposits
(Certificates)

» Auto Loans

* Mortgage Loans

+ Fixed-Rate Seconds and HELOCs

+ Credit Card, Personal and Other
Loans

+ Shop and Compare Rates

Contact Us | Locsations | Rates | Log Out

**Roadmap Preview: Secure Chat for Mobile Banking is currently on the Roadmap. This
feature extends the Premier Secure Chat service to a user’s mobile channel allowing
your users to chat with agents from a smartphone or tablet from within Mobile Banking
Apps or Mobile Web Banking.

Configuration Options: Mobile Web Banking Additional
Features

Changes to Rates: To update rates on the Mobile Web Banking rates page, the financial
institution needs to contact Customer Care at 877-462-3446 or go to Admin
Platform>MySupport to submit a ticket.
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Text Message Banking

NOTE: This section of the guide reflects the new Alerts and Notifications experience rolling out
to financial institutions in the beginning of 2016. Contact your Relationship Manager for more
information about this upgrade.

Overview 59 percent of Mobile

Attract and retain your most profitable users by giving them on- Bankers receive one
the-go access to account balances and transactions via simple or more SMS text
SMS text messages. Text Message Banking can be used from
any mobile phone with SMS capability.

messages per
month.

Users can access their account information in seconds and
receive account notifications. Text Message Banking is an important complement to the
browser-based Mobile Banking solution and Mobile Banking Apps because it simplifies users’
access to account balance and transaction information. Text Message Banking is free, however,
standard rates and fees from an end user’s wireless carrier may apply.

Text Message Banking features include:

e Optimized for most mobile phones: Most text message-
enabled phones can use Text Message Banking. There
is no need for Web access, a large phone screen or a
keyboard on the phone.

|

o Up-to-date account information: The information v

provided via Text Message Banking is as current as the ||
account information within Online Banking.

o Ease of use: Users simply send a text message to the Account: CHKG x792
designated shortcode with the appropriate banking T G
command and immediately receive the requested include overdraft)

: f t- Reply LAST for recent
information. history, Reply HELP for

help

o Simple end-user enrollments: From within Online
Banking, users complete a simple, three-step process
to enable their mobile phones.

e Robust security:Text Message Banking is secure.
Enrollment is completed within the user’s password-
protected Online Banking account. During their Online
Banking session, users receive, via text, a one-time
activation code.

o Alerts: Low balance alerts and account alerts help increase profit per user and reduce call
volume by keeping users informed of key banking-related events.
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Text Message Banking:

Enrollment and Management

Overview In this section:

Enrolliment for Text Message Banking is fully integrated
within the Alerts area of Online Banking. Text Message

e Enroliment

Banking enrollment is a quick three-step process that » Managing

typically takes just a few minutes to complete.

Description

1.

To enroll in Text Message Banking, users simply log into Online Banking and navigate to
the Alerts link. Users must have their mobile device in their possession in order to
complete the enrollment process.

My Settings Help Support  Espafiol o)y Logout

ients | Aleris  New!

login: October 3, 2014

YOUR FINANCIAL

\’[ INSTITUTION

Featured: Online State

My Accounts Bill Payment Move Money Manage Money Additional Services

Sign up for SMS Text Banking today

This is an example of where  « suatix flessage of the Day
Notification

the A/eI'tS llnk may be 7 i < The financial institution will

. . . | be closed this coming
located within Online Mondy fr s Feders
Banking. Remember: You can access

Online and Mobile Banking
2457

ré' My Accounts

DEFOSIT AcCOUNTS [ Manage-fobile alerts

Checking Q Quick peek

Checking *6781

2. On the Alerts and Notifications screen enter the phone number of the mobile device and

click Activate.

Alerts and Notifications Text Message Banking

Email alerts are sent to Text message alerts are sent fo

(770) 4611234 X Activate | @

user@gmail.com update More features are
ready for you

ow you can use simple

[ ] Alert Type

Balance update
Once a week on Friday v send me the balance of Checking - *6781 ¥ Start text banking now

Low balance
If Checking - *6781 v falls below 5 100

Large deposit A user can also start the

If a deposit in Checking - "6781 ¥ exceeds 5 100

enrollment process by
Large withdrawal C/iCking Start text

If a withdrawal in Checking - *6781 v exceeds g 100

banking now.
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user will receive an activation code on their mobile device and will be asked to enter that
code on the pop-up screen.

[Fibranding tag] -

Code: st This is an example of the
Text HELP for help or call ###-###-###. activation code text that
Msg&data rates may apply. Msg freq is sent to a user.
based on settings.

Setup (770) 461-1234 for text X

Within a minute, you'll receive a verification code by text

Send it again

When you receive it, just type it in The user can click
Send it again if

another code needs to
be sent.

Once the activation code is entered the user clicks

Verify. If the activation was successful the mobile phone
will receive an activation success message.
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4. The activated phone number is now set up and can be managed from the main Alerts
and Notifications screen. Up to two mobile phones and one email address can be set up
to receive texts.

An additional mobile
number can be added by
clicking Change or add
number.

The email address associated with this
account is listed and can be managed

here.

Alerts and Notifications . Text Message Banking

Email alerts are sent to Text message alerts are sent to

user@gmail.com uodate ‘ (770) 461-1234 Activated numbers
(770) 461-1234

Add a second number

‘ Alert Type Add an alert 4 Primary account

Checking 5781
_ _ Balance update
Once a week on Friday v send me the balance of Checking - *6781 v Transfer account @
Transfers disabled
Low bal.ance Update
If Checking - *6781 v falls below 3 100
) Text Commands
Large deposit
If a deposit in Checking - *6781 v exceeds § 100 _
Text the following
commands to 454545
BAL Primary
Large withdrawal balance
If a withdrawal in Checking - *6781 ¥ exceeds ] 100 LAST Last5

transactions
RANS Transfer funds

A summary of the “pull” text

. to pnmary
commands are available. account
STOP Dea_ct vate
service
HELP Help
keywords
5. Once a mobile phone number | Alerts and Notifications
is activated, the column for Email alerts are senl to Textmeesage sierta are aenl 16
that text message channel is B firstname Jastname@email.com update B (415)555-1234
activated as well. If there are
two mobile numbers activated gy

then there will be two o s [ AenTye
columns for the text message

Balance update |

Channel‘ g - o Oneo a weok on Friday ™ send me the balance of checking "3243 ¥ >
Low balance o

¥ & & s| 1000 |3

If Checking "T799 ¥ falls below

Large withdraw

g g9 If a withdraw in Chacking *T799 ¥ axceads H 500.00 _>_
Large deposit
@ E| @ |y,gepostin Checking *T799 ¥ excoeds H 50000 |2
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6. The Text Message Banking area on the upper right corner of the Alerts and Notifications
screen gives the user a quick glance at the following:

e Phone numbers set up for text message banking
e The primary account to which text message commands will apply

e The designated transfer account (source) for transfers made via Text Message
Banking.

Click on Update to manage any of these settings.

Text Message Banking

j The user adds a
Activated numbers ] Sei?gg:w::g by
ICKI b
(770) 461-1234 Text Message Banking 9

Add a second number

What is your text number?

Primary account €3 (770) 461-1234 Add a second number
. Standard messaging rates appl
Checking 6781 e
The account | use most is When low, transfer money from
Trgnsfer account @ ~
) Checking - *6781 v @ Default Savings - *0016 v @
insfers disabl

Usually a checking account

Update

The Primary
account defaults
to the user’s
checking account.
The Transfer
Account setting
defaults to
“Transfers
disabled” mode
until an account is
selected.

The Transfer Account is the
account used for the TRANS

command. Money from this
account is transferred to
your selected primary
account.

The Primary Account is the account
that is used for most basic text

requests. For example texting BAL
will return the balance for this
account. Information about other

accounts can still be received by
using commands like BAL ALL and
BAL CHK.

Digital Insight Proprietary and Confidential 64



D DIGITAL

INSIGHT.

an NCR company

7. If a user wants to no longer receive text message on a particular phone number they

must click the X to the right of the phone number on the Text Message Banking pop-up.

They are prompted to confirm this action. In addition a text is sent to the deactivated
phone number with a deactivation successful message.

Once a phone number is deactivated it will no longer show up on the main Alerts and
Notifications screen. The text message column associated with that phone number will
be in a deactivated mode.

The user clicks on

Text Message Banking the X to deactivate a
phone number.

What is your text HUM
O Add a second number

(770) 461-123

Standard messaging rates apply
The account | use most is When low, transfer money from
Checking - "6781 v| @ Default Savings - *0016 v @

Usually a checking account

This is an example of the [FI branding tag]
deactivation text that is Deactivation successful. You will no
sent. longer receive txt message banking msgs.
Go to [website] to reactivate.
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Text Message Banking:

Setting Up and Receiving Alerts

Overview

Text Message Banking supports two types of alerts.

e Push alerts are set up and sent to a user when an
activity happens or when the notification is
scheduled to be sent.

In this section:
e Push Alerts

e Pull Alerts

o Pull alerts are requests made by the user to receive immediate information or perform an
activity in real time.

Description
Push Alerts

Users can receive a text message for the following actionable or scheduled alerts (some alerts
are core processor dependent):

Alert

Functionality

Balance Update

This alert provides regular updates on the account balance of a
chosen account. It sends the account balance according to the
selected frequency.

High Balance

Sends an alert when account balance is at or above threshold.

Low Balance

Sends an alert when account balance is at or below the threshold.
Threshold can be set to 0.

Large Deposit

Alerts is sent whenever there are deposit transactions with amounts
equal to or above the user-specified threshold.

Large Withdrawal

Alert is sent whenever there are withdrawal transactions with amounts
equal to or above the user-specified threshold.

Loan Payment Due

This alert lets users know when a loan payment is coming due.

Loan Payment
Overdue

This alert lets users know when a loan payment is overdue. The alert
will be sent when the payment date is past and the loan balance has
not changed.

Maturity Date

This alert lets users know when their investment accounts are
maturing so they can take action on the account.

Check Cleared

Alert is sent when the specified check number has cleared the
account.

Personal Message

Sends the user a specified message according to the selected
frequency.

*Note: Balance Update and Personal Reminder alerts are sent between 8-10 a.m. on the day
scheduled. All other alerts are processed three times a day, 8 a.m., 12 p.m. and 4 p.m. (local to

the financial institution).
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1. To add a new alert, the user clicks Add an alert on the Alerts and Notification page
within Online Banking. A list of the available alerts appears and the user clicks on the

alert to add.

Alerts and Notifications

Email alerts are sent to

The activated

Text message alerts are sent to

Users can set
up multiple
alerts of the

Add an alert 4

mob,/e phone user@gmail.com update ‘ (770) 461-1234
b d Chanae or add number
numaboers an
email will B AletType
alW&yS appear Balance update Which alert would you like to add?
at the tO,D Of Once a week on Friday v send me the balance of Chellking Accounts
thIS screen. Balance updats
Activity
Low balance
If Checking - *6781 ¥ falls below Low baiance
High balance
Large withdrawal
These fOUf Large deposit Large deposit
If a deposit in Checking - *6781 v exceeds Check cleared
default alerts Reminders
will a/ready be Loan payment due
. Large withdrawal Loan payment overdue
/’Sted fOf a If a withdrawal in Checking - “6781 ¥ exceeds -

first time user.

Maturity date

Personal message

same type.

(i.e. two low
balances-
each for a

different
account.

2. Each alert supports certain configuration options depending on that alert.

o Alerts can be configured to go to specific channels by checking and un-checking
the individual delivery channels that have been set up (text or email).

¢ Different accounts can be chosen by clicking the account menu and choosing the

appropriate account.

o Different schedule recurrences can be chosen by clicking on the schedule links
to show the list of available recurrence types.

e Thresholds and other input can be changed directly in the text boxes.

¢ A personal message can be added. Note- personal messages are only included

in notifications set as an email.

Balance update Large deposit
Send alert ‘Send alert
For account Whan Fer acsourt
Checking - 6781 v Once 8 wek ¥ on Friday v Checky - 6781 w
Delivery options Delivery options
Selet] where you wan! Lo ieceive tis aierl Select where you want 1o recefes this alen.
By emai Low balance By eman
|# usengomal com(defautt 7 usen@gmal.comiceail)
s o
i send slert .
A B personal messge For accourt Auidl A persnnal messae
Checking - *6761 b4 I balance
Delivery options
Sadecl where you wanl 1o receive this slest.
By amail By text
[ usenggmail comiderault) Texl message alerls are nol setup
7 Cther
Agd a personal message

b deposit g han 5 400

By text

Tl message alerls ae nol selup

These are examples
of the pop-up
screen that a user

receives to set up
an alert.
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3. Once an alert is set up it will appear immediately on the main Alerts and Notification
page. An alert can be edited by clicking More Options or deleted by clicking Remove.

These links become visible when the mouse hovers on that alert.

Alerts and Notifications
Email alerts are sent to

user@gmail.com update

Options for

text or | | Alert Type
email

delivery

Balance update

are

Text message alerts are sent to
Y (770 461-1234

Change or add number

Once a week on Friday v send me the balance of Checking - *6781 v

Add an alert 4

managed

direct/y Low balance
. If Checking - *6781  falls below 5 100
from this
IMore Options Remove
Screen.
Large deposit
9 p . .
If a deposit in Checking - *6781 v exceeds 5 100
_ _ Large withdrawal
ki 100

If a withdrawal in Checking - "6781 ¥ exceeds

D

Thresholds
are

managed
directly on
this screen.
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Pull Alerts

Users have the option of sending commands to a Digital Insight provided short-code in order to
receive an immediate answer via text message. These commands include:

e BAL Primary account balance

e LAST Last 5 transactions from the primary account

e BAL SAV Balances of all savings accounts

e HELP Get information on commands and the financial
institution’s phone number.

*Note: The primary account and the transfer accounts mentioned above are managed from
within Online Banking in the Alerts & Notifications area.

For example, the user texts “BAL ALL” to the Financial Institution Banking:
financial institution’s short code they will receive ’
all of their active account balances. An example is | CHKG12 x442 $10091.55

what they might see is below:

CHKG12 x4271 $2991.32
SAVG4 x639 $2891
The account number is RTG x358 $199848

truncated in all messages. sly STOP to cancel

**Roadmap Preview: Financial institutions will have the option of having their own
customized short codes instead of using Digital Insight’s universal short code. This
feature is currently on the Roadmap. This feature will be provided for a monthly fee.

Configuration Options: Text Message Banking

Current Balance or Available Balance Used for Alerts: Financial institutions are able to
designate whether the current balance or the available balance is used for the low balance, high
balance or balance update alerts. The financial institution needs to contact Customer Care at
877-462-3446 or go to Admin Platform>MySupport to submit a ticket.
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Record of changes for the Mobile Banking Product Guide

Date Changes/Additions Made
Feb 2015 1. Changes reflect Jan 2015 Roadmap
¢ Remote Deposit Check History (Roadmap Preview)
e Create Your Own Page (Roadmap Preview)
e Remote Deposit for Android (Roadmap Preview)
e Mandatory Password Change (Roadmap Preview)
e  Secure Support Email (Roadmap Preview)
e  Spanish Language (Roadmap Preview)
June 2015 1. Changes reflect CMA 4.5 release
e TouchID
e The ability to view RDC history for tablets in the Fall of 2015
e Temporary Password Reset
2. Changes reflect the April 2015 Roadmap
e Eyeprint ID (Roadmap Preview)
e Quick Balance (Roadmap Preview)
August 2015 1. Changes reflect MWB 2.7.4
e Loan accounts show min amt due and due date on Account Summary screen
e Delivery By date showing in BP for FIS Process Date only.
November 2015 1. Changes reflect CMA release 4.6.3
e Touch ID enhancements
e Alternative Login Credential control in AP
¢ Message Center
2. Change reflects MWB 2.7.5- Intra-institution transfers supported.
3. Changes reflect Oct 2015 Roadmap
December 2015 1. Changes reflect CMA release 5.0
e Branded Login Page
e Added Quick Balance
e Navigation controlled via AP
e Added Registration section- more detail
February 2016 1. Changes reflect the CMA release 5.1.0
e Android fingerprint feature
2. Changes reflect Jan 2016 Roadmap
e Adjustments to items moved to Roadmap from Horizon
e Added extensive info regarding Eyeprint ID
3. Added Smartwatch module
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